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DNS Cache Poisoning
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DNS Cache Poisoning
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Port Inference: Basics

®
(]

Attacker

UDP dport=53

\
UDP dport=67

X

P
ICMP: 67 isn’t open

.




Port Inference: Ephemeral Ports
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Port Inference: |IP Spoofing
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Port Inference:

 ICMP Global Rate Limit:

* Limit sending rate

* Shared by all IPs

author Eric Dumazet <edumazet@google.com> 2014-09-19 07:38:40 -0700
committer David S. Miller <davem@davemloft.net> 2014-09-23 12:47:38 -0400
commit 4cdf507d54525842dfd9f6313fdafbag39984646 (patch)

tree 3eabc335251ee@bObdbd04df727ca307d55a9des

parent e8b56d55a30afe588d905913d011678235dda437 (diff)

download 1linux-4cdf5@7d54525842dfd9f6313fdafba®39084846.tar.gz

icmp: add a global rate limitation

Off-Path TCP Exploits: Global Rate Limit Considered Dangerous

USENIX Security 2016



Port Inference: How It Works

.

Resolver
with NO port open

Counter=50

Hit 50 closed ports

Counter=50-50=0

Spoofed

50 ICMPs

o o
oz
o [
Nameserver Attacker
50 UDP Probes

_—

Verification

axm o
] ] m.
N N I m
Resolver Nameserver Attacker

with ONE port open

Counter=50

Hit 49 closed ports

&
1 open port

49 ICMPs

Counter=50-49=1

Verification

\




Port Inference: Measurement

* Open Resolvers:

* 34% Vulnerable

 Well-known Public Resolvers:

* 12/14 Vulnerable

Google 8.8.8.8
Cloudflare 1.1.1.1
OpenDNS 208.67.222.222

Comodo 8.26.56.26

Dyn 216.146.35.35

Quad9 9.9.9.9

AdGuard 176.103.130.130
CleanBrowsing | 185.228.168.168

Neustar 156.154.70.1

Yandex 77.88.8.1
Baidu DNS 180.76.76.76

114 DNS 114.114.114.114

Tencent DNS 119.29.29.29

Ali DNS 223.5.5.5
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Extend Attack Window
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Production Resolver Attack

$ dig @ test2.test.xiaofengtest.net +timeout=999

; <<>> DiG 9.11.5-P4-5.1ubuntu2.1-Ubuntu <<>> @ test2.test.xiaofengtest.net +timeout=999
: (1 server found)
;+ global options: +cmd
;; Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7660

; OPT PSEUDOSECTION:
EDNS: version: 0, flags:; udp: 4096
QUESTION SECTION:
IN

;; ANSWER SECTION:
test2.test.xiaofengtest.net. 300 IN

; AUTHORITY SECTION:

re

test2.test.xiaofengtest.net. 3534 IN NS ns.test2.test.xiaofengtest.

; ADDITIONAL SECTION:
ns.test2.test.xiaofengtest.net. 294 IN A

;7 Query time: 172 msec

i3 SERVER: #53( )

;3 WHEN: Thu Apr 02 20:54:05 UTC 2020
;; MSG SIZE rcvd: 105

20ms delay, 3ms jitter, 0.2% loss




Resolver Attack: Results

Setup Result
Attack # Back Server | # NS | Jitter | Delay | Loss | Total Time | Success Rate
Tsinghua 2 2 3ms | 20ms | 0.2% | 15 mins 5/5

Refer to the paper for more exciting results!
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Defenses

* DNSSEC
* 0x20 encoding

* DNS cookie
* Only 5% open resolvers deployed

* Disable ICMP port unreachable
* Randomize ICMP global rate limit
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Conclusion

 Side-channel-based UDP port scan.
* Make DNS cache poisoning possible again!
* Real-world attacks.
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Disclosure
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Thank youl!

Q& A

Source code & more interesting projects Keyu Man
https://github.com/seclab-ucr/ kman001@ucr.edu




